
Beazley Digital – Beazley Breach Response Questionnaire

THIS QUESTIONNAIRE IS FOR A CLAIMS MADE AND REPORTED POLICY.

Named Insured: _______________________________
Policy Number:  _______________________________
Expiration Date:  _______________________________

Please complete this questionnaire including signature and date and return it to your agent or broker.
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1. The Insured is not aware of any unreported claim or incident. True False

2. There have been no changes to the Insured’s operations or
professional services during the current policy term. True False

3. The Insured’s last 12 months revenue are: $____________________

4. Do you allow remote access to your network?

If true:

Do you use multi-factor authentication (MFA) to secure all remote 
access?

Do you require a virtual private network (VPN)?

True

True

True

False

False

False

5. Do you use multi-factor authentication (MFA) for cloud-based
email account access?

True False

6. Do you regularly (at least annually) provide cyber security
awareness training, including anti-phishing, to all staff who have 
access to your organization’s network or confidential/personal 
data? True False

7. Do you implement critical patches (within 2 months)? True False



SIGNATURE SECTION

THE UNDERSIGNED IS AUTHORIZED BY THE APPLICANT TO SIGN THIS APPLICATION ON
THE APPLICANT’S BEHALF AND DECLARES THAT THE STATEMENTS CONTAINED IN THE
INFORMATION AND MATERIALS PROVIDED TO THE INSURER IN CONJUNCTION WITH
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8. Do you scan incoming emails for malicious attachments and/or
links? True False

9. Do you protect all of your devices with anti-virus, anti-malware,
and/or endpoint protection software? True False

10. Do you regularly back up critical data?
True False

11. Are your backups kept separate from your network ('offline'), or in
a cloud service designed for this purpose? True False

12. Are your backups encrypted? True False

13. Have you tested the successful restoration and recovery of key
server configurations and data from backups in the last 6
months?

True False

14. Do you have any end of life or end of support software on your
network?

If true:  Is the software segregated from the rest of the network?

True

True

False

False

15. Do you use Office 365? True False

16. If true:  Do you use the Office 365 Windows Defender/Advanced
Threat Protection add-on or a similar product?

Please check which similar product you are using:
☐ AppRiver
☐ Avanan Cloud Email Security
☐ Barracuda Essentials
☐ Microsoft Defender
☐ Mimecast Email Security with Threat Protection
☐ Proofpoint Email Security and Protection
☐ Proofpoint Essentials for Small Business
☐ SpamTitan Email Security
☐ Symantec Email Security Cloud
☐ Other (please describe): _____________________________

True False



THIS APPLICATION AND THE UNDEWRITING OF THIS INSURANCE ARE TRUE, ACCURATE
AND NOT MISLEADING. SIGNING OF THIS APPLICATION DOES NOT BIND THE APPLICANT
OR THE INSURER TO COMPLETE THE INSURANCE, BUT IT IS AGREED THAT THE
STATEMENTS CONTAINED IN THIS APPLICATION AND ANY OTHER INFORMATION AND
MATERIALS SUBMITTED TO THE INSURER IN CONNECTION WITH THE UNDERWRITING
OF THIS INSURANCE ARE THE BASIS OF THE CONTRACT SHOULD A POLICY BE ISSUED
AND HAVE BEEN RELIED UPON BY THE INSURER IN ISSUING ANY POLICY.

THIS APPLICATION AND ALL INFORMATION AND MATERIALS SUBMITTED WITH IT SHALL
BE RETAINED ON FILE WITH THE INSURER. THE INSURER IS AUTHORIZED TO MAKE ANY
INVESTIGATION AND INQUIRY AS IT DEEMS NECESSARY REGARDING THE
INFORMATION AND MATERIALS PROVIDED TO THE INSURER IN CONNECTION WITH THE
UNDERWRITING AND ISSUANCE OF THE POLICY.

THE APPLICANT AGREES THAT IF THE INFORMATION PROVIDED IN THIS APPLICATION
OR IN CONNECTION WITH THE UNDERWRITING OF THE POLICY CHANGES BETWEEN
THE DATE OF THIS APPLICATION AND THE EFFECTIVE DATE OF THE INSURANCE, THE
APPLICANT WILL, IN ORDER FOR THE INFORMATION TO BE ACCURATE ON THE
EFFECTIVE DATE OF THE INSURANCE, IMMEDIATELY NOTIFY THE INSURER OF SUCH
CHANGES, AND THE INSURER MAY WITHDRAW OR MODIFY ANY OUTSTANDING
QUOTATIONS OR AUTHORIZATIONS OR AGREEMENTS TO BIND THE INSURANCE.

I HAVE READ THE FOREGOING APPLICATION FOR INSURANCE AND REPRESENT THAT
THE RESPONSES PROVIDED ON BEHALF OF THE APPLICANT ARE TRUE AND CORRECT.

FRAUD WARNING DISCLOSURE

ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT (S)HE IS FACILITATING
A FRAUD AGAINST THE INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM
CONTAINING A FALSE OR DECEPTIVE STATEMENT MAY BE GUILTY OF INSURANCE FRAUD.

NOTICE TO ALABAMA, ARKANSAS, LOUISIANA, NEW MEXICO, AND RHODE ISLAND
APPLICANTS: ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT
CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE
INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE
SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO COLORADO APPLICANTS: IT IS UNLAWFUL TO KNOWINGLY PROVIDE
FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE
COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE
COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE,
AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE
COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS
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OR INFORMATION TO A POLICYHOLDER OR CLAIMANT FOR THE PURPOSE OF
DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR CLAIMANT WITH
REGARD TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL
BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT
OF REGULATORY AGENCIES.

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: WARNING: IT IS A CRIME TO
PROVIDE FALSE OR MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF
DEFRAUDING THE INSURER OR ANY OTHER PERSON. PENALTIES INCLUDE
IMPRISONMENT AND/OR FINES. IN ADDITION, AN INSURER MAY DENY INSURANCE
BENEFITS IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED
BY THE APPLICANT.

NOTICE TO FLORIDA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT
TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR
AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION
IS GUILTY OF A FELONY OF THE THIRD DEGREE.

NOTICE TO KANSAS APPLICANTS: ANY PERSON WHO, KNOWINGLY AND WITH INTENT
TO DEFRAUD, PRESENTS, CAUSES TO BE PRESENTED OR PREPARES WITH
KNOWLEDGE OR BELIEF THAT IT WILL BE PRESENTED TO OR BY AN INSURER,
PURPORTED INSURER, BROKER OR AGENT THEREOF, ANY WRITTEN STATEMENT AS
PART OF, OR IN SUPPORT OF, AN APPLICATION FOR THE ISSUANCE OF, OR THE
RATING OF AN INSURANCE POLICY FOR PERSONAL OR COMMERCIAL INSURANCE, OR
A CLAIM FOR PAYMENT OR OTHER BENEFIT PURSUANT TO AN INSURANCE POLICY FOR
COMMERCIAL OR PERSONAL INSURANCE WHICH SUCH PERSON KNOWS TO CONTAIN
MATERIALLY FALSE INFORMATION CONCERNING ANY FACT MATERIAL THERETO; OR
CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY
FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT.

NOTICE TO MAINE, TENNESSEE, VIRGINIA, AND WASHINGTON APPLICANTS: IT IS A
CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION
TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.
PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR A DENIAL OF INSURANCE
BENEFITS.

NOTICE TO MARYLAND APPLICANTS: ANY PERSON WHO KNOWINGLY OR WILLFULLY
PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR
KNOWINGLY OR WILLFULLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR
INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND
CONFINEMENT IN PRISON.

NOTICE TO OKLAHOMA APPLICANTS: WARNING: ANY PERSON WHO KNOWINGLY, AND
WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR
THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, INCOMPLETE OR
MISLEADING INFORMATION IS GUILTY OF A FELONY.
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NOTICE TO KENTUCKY, NEW JERSEY, OHIO, AND PENNSYLVANIA APPLICANTS: ANY
PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY
OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF
CLAIMS CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE
PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL
THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND
SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO NEW YORK APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH
INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN
APPLICATION FOR INSURANCE OR STATEMENT OF CLAIMS CONTAINING ANY
MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE PURPOSE OF MISLEADING,
INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT
INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO BE SUBJECT TO A CIVIL
PENALTY. (IN NEW YORK, THE CIVIL PENALTY IS NOT TO EXCEED FIVE THOUSAND
DOLLARS ($5,000) AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.)

Signed:_________________________________   Date: ___________________________

Print Name: _____________________________   Title: ____________________________

If this Application is completed in Florida, please provide the Insurance Agent’s name and
license number. If this Application is completed in Iowa, please provide the Insurance Agent’s
name and signature only.

Agent’s Signature: _____________________________

Agent’s Printed Name: __________________________  Florida Agent’s License Number: _____________

*If you are electronically submitting this document, apply your electronic signature to this form by checking
the Electronic Signature and Acceptance box below. By doing so, you agree that your use of a key pad,
mouse, or other device to check the Electronic Signature and Acceptance box constitutes your signature,
acceptance, and agreement as if actually signed by you in writing and has the same force and effect as a
signature affixed by hand.

Electronic Signature and Acceptance – Authorized Representative

Electronic Signature and Acceptance - Producer
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